
PRIVACY POLICY 

EFFECTIVE DATE 10/28/2024 

THIS PRIVACY POLICY DESCRIBES OUR POLICIES ON THE COLLECTION, USE, AND 
DISCLOSURE OF YOUR INFORMATION IN CONNECTION WITH YOUR USE OF OUR 
WEBSITES, ONLINE AND OFFLINE SERVICES, AND EMAILS (“SITE” OR “SITES”). 
INFORMATION COLLECTED ON THE SITES MAY BE USED IN THE MANNER DESCRIBED 
BELOW BY KINGDUMB, INC, AND THEIR SUBSIDIARIES, TRUSTED PARTNERS, AND 
AFFILIATES ACTING ON OUR BEHALF (COLLECTIVELY, “KINGDUMB, INC”). WHEN USED 
HEREIN, THE TERMS “WE,” “US,” AND “OUR” REFER TO KINGDUMB, INC. WHEN THIS 
PRIVACY POLICY USES THE TERM “PERSONAL INFORMATION,” WE MEAN 
INFORMATION THAT IDENTIFIES OR IS REASONABLY CAPABLE OF IDENTIFYING OR 
BEING ASSOCIATED WITH A PARTICULAR INDIVIDUAL, SUCH AS FULL NAME, STREET 
ADDRESS, TELEPHONE NUMBER, OR EMAIL ADDRESS. 

WE ENCOURAGE YOU TO REVIEW THE ENTIRE PRIVACY POLICY. 

WE MAY COLLECT THE FOLLOWING CATEGORIES OF PERSONAL INFORMATION FROM 
YOU: 

●      CONTACT INFORMATION, INCLUDING NAME, EMAIL ADDRESS, STREET OR 
MAILING ADDRESS AND TELEPHONE OR MOBILE PHONE NUMBER 
●      BILLING INFORMATION, INCLUDING BILLING ADDRESS, ORDER DETAILS AND 
OTHER COMMERCIAL INFORMATION 
●      DEMOGRAPHIC INFORMATION, INCLUDING AGE, DATE OF BIRTH, GENDER, 
INTERESTS, COUNTRY AND ZIP CODE 
●      UNIQUE IDENTIFIERS, INCLUDING USERNAME AND PASSWORD 
●      PREFERENCE AND OTHER INFORMATION, INCLUDING PRODUCT WISH LISTS, 
ORDER HISTORY AND MARKETING & MUSIC PREFERENCES 
●      GEOLOCATION INFORMATION, INCLUDING YOUR ACTUAL OR APPROXIMATE 
LOCATION (FOR EXAMPLE, FROM THE IP ADDRESS OF YOUR DEVICE OR COMPUTER) 
●      PHOTOS AND VIDEOS THAT YOU SUBMIT ON OUR SITES 
●      INTERNET AND/OR OTHER ELECTRONIC NETWORK ACTIVITY 

WE OR ONE OF OUR TRUSTED PARTNERS MAY USE THIS INFORMATION FOR THE 
FOLLOWING BUSINESS PURPOSES: 

●      SEND YOU REQUESTED UPDATES AND NEWSLETTERS ABOUT AN ARTIST, TYPE 
OF MUSIC OR RELATED SPECIAL OFFERS 
●      SEND YOU REQUESTED PRODUCT OR SERVICE INFORMATION 
●      SEND A ONE-TIME EMAIL OR E-CARD TO YOUR FRIENDS UPON YOUR REQUEST 
WHEN YOU PROVIDE THEIR EMAIL ADDRESS 
●      FULFILL YOUR ORDER 
●      SEND YOU AN ORDER CONFIRMATION 
●      RESPOND TO CUSTOMER SERVICE REQUESTS, QUESTIONS AND CONCERNS 



●      ADMINISTER YOUR ACCOUNT, INCLUDING MANAGING YOUR PREFERENCE 
CENTER 
●      PROCESS INFORMATION SUBMITTED WITH A JOB APPLICATION 
●      SEND YOU MARKETING COMMUNICATIONS 
●      ADMINISTER PROMOTIONS AND SWEEPSTAKES YOU ENTER AND NOTIFY YOU OF 
THE RESULTS 
●      IMPROVE OUR MARKETING EFFORTS 
●      MAINTAIN AND IMPROVE OUR SITES, CONTENT, PRODUCTS AND SERVICES 
●      CONDUCT RESEARCH AND ANALYSIS 
●      DISPLAY OR PROMOTE CONTENT BASED UPON YOUR LOCATION AND/OR 
INTERESTS 
●      PROVIDE LOCATION SERVICES SUCH AS “TAGGING” AND “CHECK-IN” 
●      MAINTAIN THE SECURITY AND EFFECTIVE FUNCTIONING OF OUR SITES AND 
YOUR ACCOUNTS 
●      ADDRESS OUR COMPLIANCE AND LEGAL OBLIGATIONS AND EXERCISE OUR 
LEGAL RIGHTS 

 WE USE COOKIES, WEB BEACONS AND SIMILAR TECHNOLOGIES TO AUTOMATICALLY 
COLLECT INTERNET AND OTHER ELECTRONIC NETWORK ACTIVITY, INCLUDING 
INFORMATION ABOUT YOUR COMPUTER AS YOU BROWSE OUR SITE(S).  WE AND OUR 
BUSINESS PARTNERS MAY AUTOMATICALLY COLLECT INFORMATION AS YOU BROWSE 
OUR SITE(S) SUCH AS CONNECTION INFORMATION (INCLUDING THE DOMAIN NAME 
AND INTERNET SERVICE PROVIDER), BROWSER TYPE AND VERSION, MOBILE DEVICE 
ID, CELL PHONE CARRIER, OPERATING SYSTEM AND DEVICE TYPE, AVERAGE TIME 
SPENT ON OUR SITE(S), PAGES VIEWED, TRAFFIC TO AND FROM THE WEBSITES, 
INFORMATION ACCESSED, THE INTERNET PROTOCOL (IP) ADDRESS YOU USE TO 
CONNECT TO THE INTERNET AND RELATED GEOGRAPHICAL INFORMATION ABOUT 
YOUR COMPUTER OR MOBILE DEVICE, AND ADVERTISING DATA AND OTHER 
STANDARD WEBLOG INFORMATION. SUCH INFORMATION IS SOMETIMES REFERRED 
TO AS WEB ANALYTICS AND/OR CLICKSTREAM DATA. 

 WHEN YOU PROVIDE US WITH PERSONAL INFORMATION ABOUT YOUR CONTACTS, 
WE WILL ONLY USE THIS INFORMATION FOR THE SPECIFIC PURPOSE FOR WHICH IT IS 
PROVIDED. 

IF YOU BELIEVE THAT ONE OF YOUR CONTACTS HAS PROVIDED US WITH YOUR 
PERSONAL INFORMATION AND YOU WOULD LIKE TO REQUEST THAT IT BE REMOVED 
FROM OUR DATABASE, PLEASE CLICK HERE. 

OTHER SOURCES OF INFORMATION 

WE MAY RECEIVE INFORMATION ABOUT YOU FROM OTHER SOURCES AND MAY 
COMBINE THIS DATA WITH INFORMATION WE ALREADY HAVE ABOUT YOU, INCLUDING: 

 ●      ARTISTS: SUCH AS MARKETING DATA FROM A NEW OR PARTNERING ARTIST THAT 
IS INTEGRATED WITH INFORMATION WE ALREADY HAVE ABOUT YOU TO CREATE A 
MORE TAILORED FAN EXPERIENCE; 



●      BUSINESS PARTNERS: SUCH AS CONTEST PROVIDERS AND OTHER 
PROMOTIONAL PARTNERS, SUB-CONTRACTORS IN TECHNICAL, PAYMENT AND 
DELIVERY SERVICES, ADVERTISING NETWORKS, ANALYTICS PROVIDERS AND OTHERS 
WHO ENABLE SIGN-ON FUNCTIONALITY AND SOCIAL NETWORK INTEGRATION; 
●      PUBLICLY-AVAILABLE DATABASES; 
●      OTHER APPLICATIONS: SUCH AS MUSIC/VIDEO STREAMING SITES AND SOCIAL 
MEDIA PLATFORMS; AND 
●      DIGITAL SERVICE PROVIDERS: IF YOU CHOOSE TO USE FEATURES ON OUR SITES 
(SUCH AS PRE-SAVE CAMPAIGNS) THAT CONNECT TO YOUR ONLINE PROFILES OR 
SOCIAL MEDIA ACCOUNTS, WE MAY COLLECT ANY INFORMATION THAT YOU PERMIT 
THROUGH YOUR SETTINGS ON THOSE CONNECTED ACCOUNTS. 

THIS INFORMATION HELPS US TO UPDATE, EXPAND AND ANALYZE OUR RECORDS, 
IDENTIFY NEW CUSTOMERS AND PROVIDE CONTENT AND SERVICES THAT MAY BE OF 
INTEREST TO YOU. 

MONITORING AND FRAUD PREVENTION 

TO HELP PROTECT YOU AND OTHERS, WE MONITOR USE OF THE SITES AND WE USE 
THE INFORMATION WE COLLECT, INCLUDING PERSONAL INFORMATION, TO IDENTIFY 
FRAUDULENT ACTIVITIES AND TRANSACTIONS; PREVENT ABUSE OF AND INVESTIGATE 
AND/OR SEEK PROSECUTION FOR ANY POTENTIAL THREATS TO OR MISUSE OF THE 
SITES; ENSURE COMPLIANCE WITH THE APPLICABLE TERMS OF SERVICE AND THIS 
PRIVACY POLICY; INVESTIGATE VIOLATIONS OF OR ENFORCE THESE AGREEMENTS; 
AND OTHERWISE TO PROTECT THE RIGHTS AND PROPERTY OF FALL OUT BOY, INC, 
ITS PARTNERS AND CUSTOMERS.  MONITORING MAY RESULT IN THE COLLECTION, 
RECORDING, AND ANALYSIS OF ONLINE ACTIVITY OR COMMUNICATIONS THROUGH 
THE SITES, AND YOU CONSENT TO THIS MONITORING BY USING THE SITES.  IF YOU 
DO NOT CONSENT TO THESE CONDITIONS, YOU MUST DISCONTINUE YOUR USE OF 
THE SITES. 

RETENTION 

WE WILL RETAIN YOUR INFORMATION FOR AS LONG AS YOUR ACCOUNT IS ACTIVE 
AND AS NEEDED TO PROVIDE YOU SERVICES. WE WILL USE AND RETAIN YOUR 
INFORMATION AS NECESSARY TO COMPLY WITH OUR LEGAL OBLIGATIONS, RESOLVE 
DISPUTES AND ENFORCE OUR AGREEMENTS. 

SOCIAL NETWORKS/ONLINE COMMUNITIES 

WE ENABLE YOU TO CREATE A PROFILE FOR ACCESSING BLOGS OR ONLINE 
COMMUNITIES FOR SHARING INFORMATION SUCH AS MESSAGES, PHOTOS AND 
VIDEOS.  PLEASE NOTE THAT WE CANNOT CONTROL THE ACTIONS OF OTHERS WITH 
WHOM YOU MAY CHOOSE TO SHARE YOUR PAGES AND INFORMATION. WE MAY ALSO 
ENABLE YOU TO POST CONTENT FROM SOME OF OUR SITES TO YOUR PROFILE ON 
OTHER SOCIAL NETWORKS. YOU CAN ACCESS THESE SERVICES FROM OUR SITES 
USING FACEBOOK CONNECT, X, OR OTHER OPEN ID PROVIDERS.  THESE SERVICES 



WILL AUTHENTICATE YOUR IDENTITY AND ALLOW YOU TO POST AND SHARE CERTAIN 
PERSONAL OR OTHER INFORMATION WITH THAT SITE.  PLEASE BE AWARE THAT THE 
PRIVACY POLICY OF THAT SITE WILL APPLY TO ANY CONTENT YOU PROVIDE THEM IN 
THESE INSTANCES.  WE DO NOT ALLOW THESE SERVICES TO PROVIDE ANY 
PERSONAL INFORMATION OR CONTENT BACK TO OUR SITES OR YOUR PROFILE WITH 
US UNLESS YOU AGREE.  TO REQUEST REMOVAL OF YOUR PERSONAL INFORMATION 
FROM OUR BLOG OR COMMUNITY FORUM, CONTACT US HERE.  IF WE ARE UNABLE TO 
REMOVE YOUR PERSONAL INFORMATION, WE WILL RESPOND TO YOUR REQUEST 
WITH THE APPLICABLE REASONS. 

WIDGETS – OUR SITE(S) MAY INCLUDE INTERACTIVE MINI-PROGRAMS THAT PROVIDE 
SPECIFIC SERVICES FROM ANOTHER COMPANY (E.G., DISPLAYING DIGITAL NEWS 
FEEDS, PLAYING MUSIC, “LIKING” OR SHARING CONTENT, ETC.), OFTEN REFERRED TO 
AS WIDGETS.  YOU MAY HAVE THE OPPORTUNITY TO SUBMIT PERSONAL 
INFORMATION, SUCH AS YOUR EMAIL ADDRESS, FOR COLLECTION THROUGH A 
WIDGET.  A WIDGET MAY ALSO USE BROWSER OR FLASH COOKIES AND/OR COLLECT 
CLICKSTREAM AND USAGE DATA. INFORMATION COLLECTED BY A WIDGET IS 
GOVERNED BY THE PRIVACY POLICY OF THE COMPANY THAT CREATED IT. 

TRANSACTIONS 

YOU MAY PURCHASE ARTISTS’ MUSIC OR MERCHANDISE FROM SOME OF OUR SITE(S) 
OR OUR ARTISTS’ SITE(S), IN WHICH CASE YOU WILL BE DIRECTED TO AN 
EXTERNALLY HOSTED WEB PAGE OR SITE TO COMPLETE YOUR TRANSACTION.  
THESE SITES WILL BE CLEARLY IDENTIFIED AND LINK TO THEIR OWN PRIVACY 
POLICIES SO YOU KNOW WHICH COMPANY IS COLLECTING YOUR PERSONAL 
INFORMATION. YOU SHOULD REFER TO THOSE POLICIES FOR ANY PRIVACY-RELATED 
CONCERNS REGARDING YOUR PURCHASE. 

INFORMATION SHARING 

WE WILL ONLY SHARE YOUR PERSONAL INFORMATION WITH OTHERS AS DESCRIBED 
IN THIS PRIVACY POLICY.  WE MAY PROVIDE YOUR PERSONAL INFORMATION TO 
COMPANIES THAT HELP US WITH OUR BUSINESS ACTIVITIES (E.G. SHIPPING OR 
PROCESSING AN ORDER, ASSISTING US IN SITE OPERATIONS, PROVIDING CUSTOMER 
SERVICE, DELIVERING EMAIL NEWSLETTERS, ETC.) OR THAT ASSIST US IN IMPROVING 
OUR PRODUCTS, CONTENT, SERVICES OR ADVERTISING. THESE COMPANIES ARE 
AUTHORIZED TO USE YOUR PERSONAL INFORMATION ONLY AS NECESSARY TO 
PROVIDE THESE SERVICES. 

WE MAY ALSO SHARE YOUR PERSONAL INFORMATION: 

●      WITH KINGDUMB, INC. AFFILIATES AND REPRESENTATIVES 
●      WITH AFFILIATED KINGDUMB, INC. COMPANIES 
●      WITH REPUTABLE PARTNERS IN WHOSE PRODUCTS OR SERVICES WE THINK YOU 
MAY HAVE AN INTEREST, WITH YOUR PRIOR CONSENT TO DO SO 



●      WITH REPRESENTATIVES OF FORMER RECORDING ARTISTS, WHO WILL BE 
ADVISED IN ADVANCE THAT YOUR CONSENT IS REQUIRED FOR CONTINUED USE 
●      AS REQUIRED BY LAW, SUCH AS TO COMPLY WITH A SUBPOENA OR SIMILAR 
LEGAL PROCESS 
●      WHEN WE BELIEVE IN GOOD FAITH THAT DISCLOSURE IS NECESSARY TO 
PROTECT OUR RIGHTS, PROTECT YOUR SAFETY OR THE SAFETY OF OTHERS, 
INVESTIGATE FRAUD OR RESPOND TO A GOVERNMENT REQUEST 
●      IN CONNECTION WITH A CORPORATE CHANGE INCLUDING A MERGER, 
ACQUISITION OR SALE OF ASSETS 
●     TO ANY OTHER PARTY WITH YOUR PRIOR CONSENT TO DO SO 

CHOICE/OPT-OUT 

EMAIL AND NEWSLETTER PREFERENCES 

YOU MAY CHOOSE TO STOP RECEIVING NEWSLETTERS, UPDATES OR MARKETING 
EMAILS BY FOLLOWING THE UNSUBSCRIBE INSTRUCTIONS INCLUDED IN SUCH 
EMAILS.  SOME SITES ALSO ALLOW YOU TO CHANGE YOUR EMAIL PREFERENCES 
WITHIN YOUR ONLINE PROFILE OR BY CONTACTING US HERE. 

INTEREST-BASED ADVERTISING 

WE PARTNER WITH OTHER COMPANIES TO MANAGE OUR ADVERTISEMENTS.  WE OR 
OUR PARTNERS MAY USE COOKIES OR SIMILAR TECHNOLOGIES IN ORDER TO 
PROVIDE YOU ADVERTISING BASED UPON YOUR BROWSING ACTIVITIES AND 
INTERESTS ON OUR SITES AND OTHER SITES, AND ACROSS YOUR DIFFERENT 
DEVICES.  IF YOU WISH TO OPT OUT OF INTEREST-BASED ADVERTISING PLEASE 
CHECK YOUR BROWSER SETTINGS OR IF LOCATED IN THE EUROPEAN UNION CLICK 
HERE FOR ADDITIONAL INFORMATION. 

MOBILE MARKETING 

IF YOU CHOOSE TO JOIN A MOBILE MARKETING LIST, PLEASE BE AWARE THAT THERE 
ARE USUALLY COSTS ASSOCIATED WITH RECEIVING SMS (TEXT) OR MMS 
(MULTIMEDIA) MESSAGES DEPENDING ON YOUR WIRELESS CARRIER AND PLAN.  YOU 
SHOULD CHECK WITH YOUR MOBILE CARRIER TO DETERMINE WHAT CHARGES APPLY 
BEFORE SIGNING UP TO RECEIVE OUR UPDATES VIA YOUR MOBILE PHONE.  IF YOU 
WOULD LIKE TO STOP RECEIVING MESSAGES FROM US ON YOUR MOBILE PHONE, 
PLEASE REPLY TO THE MESSAGE WITH “STOP.”  YOU MAY ALSO CONTACT YOUR 
WIRELESS CARRIER FOR ADDITIONAL INFORMATION ON RECEIVING OR STOPPING 
MOBILE MESSAGES. 

WE MAY ALSO SEND YOU PUSH NOTIFICATIONS FROM TIME-TO-TIME IN ORDER TO 
UPDATE YOU ABOUT ANY EVENTS OR PROMOTIONS THAT WE MAY BE RUNNING.  IF 
YOU NO LONGER WISH TO RECEIVE THESE TYPES OF COMMUNICATIONS, YOU MAY 
TURN THEM OFF AT THE DEVICE OR APPLICATION LEVEL, AS APPLICABLE.  TO 
ENSURE YOU RECEIVE PROPER NOTIFICATIONS, WE WILL NEED TO COLLECT 



CERTAIN INFORMATION ABOUT YOUR DEVICE SUCH AS OPERATING SYSTEM AND 
USER IDENTIFICATION INFORMATION. 

GEOLOCATION 

IF YOU HAVE PREVIOUSLY ENABLED YOUR COMPUTER OR MOBILE DEVICE TO SEND 
US LOCATION INFORMATION, YOU MAY BE ABLE TO OPT-OUT FROM FURTHER 
ALLOWING US TO ACCESS SUCH INFORMATION BY CHANGING THE SETTINGS ON 
YOUR COMPUTER OR MOBILE DEVICE OR BY UNINSTALLING THE APPLICATION. 

TRACKING TECHNOLOGIES 

WE AND OUR BUSINESS PARTNERS USE COOKIES AND OTHER TECHNOLOGIES SUCH 
AS WEB BEACONS TO KEEP TRACK OF YOUR VISITS, PREFERENCES AND PROFILE 
INFORMATION.  THIS INFORMATION IS USED TO MAKE OUR SITES EASIER TO USE, 
IMPROVE OUR ADVERTISING AND TO PROVIDE YOU WITH A MORE PERSONAL AND 
CONVENIENT EXPERIENCE.  FOR EXAMPLE, WE MAY USE THIS INFORMATION TO 
STORE SOME OF YOUR PREFERENCES OR TO PROVIDE YOU WITH TAILORED 
ADVERTISEMENTS RELATED TO YOUR SPECIFIC INTERESTS ON OUR SITES AND 
OTHER SITES, [AND ACROSS YOUR DIFFERENT DEVICES].  ADDITIONALLY, SHOULD 
YOU CHOOSE TO ENROLL, WE AND OUR PARTNERS MAY USE THIS INFORMATION TO 
ALLOW YOU TO PARTICIPATE IN ONE OF OUR FAN REWARDS PROGRAMS.  TO LEARN 
MORE ABOUT THE USE OF COOKIES IN ONLINE ADVERTISING, INCLUDING HOW TO 
MANAGE OR DELETE THEM CLICK HERE. 

WE AND SOME OF OUR PARTNERS USE FLASH COOKIES TO STORE SOME OF YOUR 
PREFERENCES OR PERSONAL INFORMATION.  FOR MORE INFORMATION ON FLASH 
COOKIES AND HOW TO MANAGE PRIVACY AND STORAGE SETTINGS CLICK HERE. 

IN SOME OF OUR EMAIL MESSAGES, WE USE “CLICK-THROUGH URLS” OR PIXEL TAGS 
TO DETERMINE WHETHER THE EMAIL HAS BEEN OPENED AND TO MEASURE THE 
EFFECTIVENESS OF OUR CUSTOMER COMMUNICATIONS.  THIS DATA MAY ALSO BE 
USED TO GAUGE YOUR INTEREST IN PARTICULAR TOPICS, SO WE CAN DELIVER A 
MORE RELEVANT, PERSONAL AND CONVENIENT USER-EXPERIENCE. 

SECURITY 

THE SECURITY OF YOUR PERSONAL INFORMATION IS IMPORTANT TO US.  WHEN YOU 
ENTER SENSITIVE INFORMATION ON OUR ORDER FORMS, WE ENCRYPT THE 
TRANSMISSION OF THAT INFORMATION USING INDUSTRY ACCEPTED SECURITY 
PRACTICES.  IF YOU CHOOSE TO USE ANOTHER COMPANY’S PAYMENT OPTION TO PAY 
FOR YOUR ORDER, ITS PRIVACY STATEMENT AND SECURITY PRACTICES WILL APPLY 
TO YOUR INFORMATION.  WE ENCOURAGE YOU TO READ THAT PRIVACY STATEMENT 
BEFORE PROVIDING YOUR INFORMATION. 

WE FOLLOW GENERALLY ACCEPTED INDUSTRY STANDARDS TO PROTECT THE 
PERSONAL INFORMATION SUBMITTED TO US, BOTH DURING TRANSMISSION AND 



AFTER RECEIPT.  HOWEVER, NO METHOD OF TRANSMISSION OVER THE INTERNET OR 
METHOD OF ELECTRONIC STORAGE IS 100% SECURE AND WE CANNOT GUARANTEE 
ITS ABSOLUTE SECURITY. 

ACCESSING/UPDATING YOUR PERSONAL INFORMATION 

UPON REQUEST WE WILL PROVIDE YOU WITH INFORMATION ABOUT WHETHER WE 
HOLD ANY OF YOUR PERSONAL INFORMATION. 

OUR SITES MAY OFFER DIFFERENT METHODS FOR UPDATING YOUR PERSONAL 
INFORMATION. TO REVIEW AND UPDATE YOUR PERSONAL INFORMATION ON ARTIST 
MARKETING SITES, PLEASE LOG IN TO YOUR PROFILE/ACCOUNT ON EACH SITE 
WHERE YOU HAVE REGISTERED.  IF THE SITE DOES NOT HAVE A PROFILE/ACCOUNT 
PAGE, YOU MAY REVIEW AND UPDATE YOUR PERSONAL INFORMATION BY CLICKING 
HERE. 

IF YOU WISH TO CANCEL YOUR ACCOUNT OR REQUEST THAT WE NO LONGER USE 
YOUR INFORMATION TO PROVIDE YOU SERVICES, CONTACT US BY CLICKING HERE.  

WE WILL RESPOND TO YOUR REQUESTS WITHIN A REASONABLE TIMEFRAME. 

CONSENT TO PROCESSING 

OUR SITES ARE OPERATED IN THE UNITED STATES. IF YOU ARE LOCATED IN THE 
EUROPEAN UNION, CANADA OR ELSEWHERE OUTSIDE OF THE UNITED STATES, 
PLEASE BE AWARE THAT INFORMATION WE COLLECT WILL BE TRANSFERRED TO AND 
PROCESSED IN THE UNITED STATES. BY USING OUR SITES, OR PROVIDING US WITH 
ANY INFORMATION, YOU FULLY UNDERSTAND AND CONSENT TO THIS TRANSFER, 
PROCESSING AND STORAGE OF YOUR INFORMATION IN THE UNITED STATES, A 
JURISDICTION IN WHICH THE PRIVACY LAWS MAY NOT BE AS COMPREHENSIVE AS 
THOSE IN THE COUNTRY WHERE YOU RESIDE AND/OR ARE A CITIZEN. 

ADDITIONAL INFORMATION 

LINKS TO OTHER SITE(S) – OUR SITE(S) INCLUDES LINKS TO OTHER SITE(S) WHOSE 
PRIVACY PRACTICES MAY DIFFER FROM THOSE OF FALL OUT BOY, INC.  IF YOU 
SUBMIT PERSONAL INFORMATION TO ANY OF THOSE SITES, YOUR INFORMATION IS 
GOVERNED BY THEIR PRIVACY POLICIES.  WE ENCOURAGE YOU TO CAREFULLY READ 
THE PRIVACY POLICY OF ANY SITE YOU VISIT. 

CHILDREN – WE DO NOT KNOWINGLY COLLECT OR ATTEMPT TO COLLECT ANY 
PERSONAL INFORMATION FROM CHILDREN UNDER THE AGE OF 13.  IF YOU FEEL THAT 
WE HAVE UNKNOWINGLY COLLECTED INFORMATION FROM SOMEONE UNDER THE 
AGE OF 13, PLEASE CONTACT US IMMEDIATELY AND THIS INFORMATION WILL BE 
REMOVED. 

FOR MORE INFORMATION ON HOW TO PROTECT YOUR CHILDREN ONLINE: 



VISIT WWW.ONGUARDONLINE.GOV FOR SOCIAL NETWORKING SAFETY TIPS FOR 
PARENTS AND YOUTH. 

CHANGES TO THIS POLICY 

BY USING OUR SITE(S), YOU AGREE TO THE TERMS OF THIS PRIVACY POLICY.  WE 
MAY AMEND THIS PRIVACY POLICY AT ANY TIME AND, AS SUCH, WE ENCOURAGE YOU 
TO PERIODICALLY REVIEW THIS PAGE FOR THE LATEST INFORMATION ON OUR 
PRIVACY PRACTICES.  IF WE MAKE A MATERIAL CHANGE TO THIS PRIVACY POLICY, WE 
WILL SEND AN EMAIL TO USERS WHO HAVE PROVIDED AN EMAIL ADDRESS OR POST A 
NOTICE ON OUR SITE(S) PRIOR TO THE CHANGE BECOMING EFFECTIVE. 

ADDITIONAL INFORMATION FOR CALIFORNIA RESIDENTS 

IN ADDITION TO THE INFORMATION PROVIDED ABOVE REGARDING THE CATEGORIES, 
SOURCES, USES, AND SHARING OF PERSONAL INFORMATION WE COLLECT, WE ARE 
PROVIDING THE FOLLOWING ADDITIONAL INFORMATION TO CALIFORNIA RESIDENTS 
CONSISTENT WITH APPLICABLE LAW. 

WE COLLECT THE INFORMATION DESCRIBED ABOVE (INCLUDING IDENTIFIERS, 
COMMERCIAL INFORMATION, INTERNET OR OTHER ELECTRONIC NETWORK ACTIVITY, 
AND GEOLOCATION DATA) FROM FANS AND CONSUMERS, ARTISTS, BUSINESS 
PARTNERS, OTHER APPLICATIONS (E.G., SOCIAL NETWORKS), ADVERTISING 
NETWORKS AND DIGITAL SERVICE PROVIDERS.  WE MAY USE THIS INFORMATION FOR 
ANY OF THE BUSINESS PURPOSES DESCRIBED ABOVE. WE MAY ALSO SHARE THIS 
INFORMATION WITH THE FOLLOWING CATEGORIES OF THIRD PARTIES: KINGDUMB, 
INC. AND AFFILIATED COMPANIES, FALL OUT BOY AND AFFILIATED COMPANIES, 
ARTISTS, ADVERTISING NETWORKS, DIGITAL SERVICE PROVIDERS AND OTHER 
BUSINESS PARTNERS FOR SUCH BUSINESS PURPOSES. 

IN ADDITION TO THE SOURCES AND CATEGORIES OF THIRD PARTIES MENTIONED 
ABOVE, WE ALSO MAY SHARE THIS INFORMATION WITH LAW ENFORCEMENT AND 
PROFESSIONAL SERVICE COMPANIES FOR THE LIMITED PURPOSES OF ADDRESSING 
OUR COMPLIANCE AND LEGAL OBLIGATIONS AND EXERCISING OUR LEGAL RIGHTS. 

CALIFORNIA CONSUMER RIGHTS 

SUBJECT TO CERTAIN EXCEPTIONS, CALIFORNIA RESIDENTS HAVE THE FOLLOWING 
RIGHTS: (I) ACCESS AND PORTABILITY.  UPON A VERIFIABLE REQUEST, CALIFORNIA 
RESIDENTS CAN REQUEST ACCESS TO SPECIFIC PIECES OF PERSONAL 
INFORMATION THAT WE COLLECT, USE, DISCLOSE OR SELL AND INFORMATION ABOUT 
OUR DATA PRACTICES; (II) DELETION.  REQUEST DELETION OF YOUR PERSONAL 
INFORMATION; AND (III) OPT OUT OF SHARING WITH THIRD PARTIES FOR CERTAIN 
COMMERCIAL PURPOSES. TO THE EXTENT PERMITTED BY APPLICABLE LAW, WE MAY 
BE REQUIRED TO RETAIN SOME OF YOUR PERSONAL INFORMATION, AND CERTAIN 



PERSONAL INFORMATION IS STRICTLY NECESSARY IN ORDER FOR US TO FULFILL THE 
PURPOSES DESCRIBED IN THIS PRIVACY POLICY. 

DO NOT SELL MY PERSONAL INFORMATION 

WE DO NOT SELL YOUR PERSONAL INFORMATION TO THIRD PARTIES FOR MONEY.  
HOWEVER, WE SHARE PERSONAL INFORMATION WITH OTHER COMPANIES AND 
SERVICE PROVIDERS IN COMPLIANCE WITH THE LAW IN ORDER TO DELIVER MORE 
MEANINGFUL ADS AND OTHER COMMUNICATIONS TO CONSUMERS, AND FOR OTHER 
SIMILAR REASONS PROVIDED IN THIS POLICY. 

CALIFORNIA RESIDENTS HAVE THE RIGHT TO OPT-OUT OF THIS INFORMATION 
SHARING.  IF YOU WISH TO EXERCISE THIS RIGHT, PLEASE CLICK HERE.  TO THE 
EXTENT THAT YOU ELECT TO DESIGNATE AN AUTHORIZED AGENT TO MAKE A 
REQUEST ON YOUR BEHALF, THEY MUST SELECT “AN AUTHORIZED REPRESENTATIVE” 
ON THE FORM.  WE WILL NOT SHARE THE PERSONAL INFORMATION OF CALIFORNIA 
MINORS WHO ARE UNDER THE AGE OF 16 WITH THIRD PARTIES FOR COMMERCIAL 
PURPOSES WITHOUT AFFIRMATIVE CONSENT, WHICH CAN BE PROVIDED AT THE 
POINT OF DATA COLLECTION. 

EXERCISING OTHER CALIFORNIA CONSUMER RIGHTS 

IF YOU ARE A CALIFORNIA RESIDENT AND WISH TO EXERCISE ANY OF THESE RIGHTS, 
PLEASE CONTACT US BY EMAIL AT WTF@BRAIN.WTF WITH THE SPECIFIC NATURE OF 
YOUR REQUEST, REFERENCING “YOUR CALIFORNIA PRIVACY RIGHTS”.  WHEN 
SUBMITTING YOUR REQUEST, YOU MUST AFFIRM THAT YOU ARE A CALIFORNIA 
RESIDENT OR AN AUTHORIZED REPRESENTATIVE FOR A CALIFORNIA RESIDENT.  
AUTHORIZED AGENTS MUST BE REGISTERED WITH THE CALIFORNIA SECRETARY OF 
STATE, AND THE CONSUMER MUST DESIGNATE THE AUTHORIZED AGENT BY 
PROVIDING THE AUTHORIZED AGENT WITH A VALID POWER OF ATTORNEY OR 
WRITTEN PERMISSION TO ACT FOR THE CONSUMER.  ALL REQUESTS SHOULD BE 
PROPERLY LABELED AND CONTAIN ALL THE NECESSARY INFORMATION.  YOU MAY BE 
ASKED TO PROVIDE ADDITIONAL PROOF OF IDENTIFICATION SO THAT WE CAN VERIFY 
YOUR IDENTITY AND VALIDATE THE REQUEST.  PLEASE NOTE THAT YOU ARE LIMITED 
BY LAW IN THE NUMBER OF REQUESTS YOU MAY SUBMIT PER YEAR.  WE WILL NOT 
DISCRIMINATE AGAINST YOU BY OFFERING YOU DIFFERENT PRICING OR PRODUCTS, 
OR BY PROVIDING YOU WITH A DIFFERENT LEVEL OR QUALITY OF PRODUCTS, BASED 
SOLELY UPON YOU EXERCISING YOUR RIGHTS UNDER THE CCPA. 

CALIFORNIA “SHINE THE LIGHT” 

IF YOU ARE A CALIFORNIA RESIDENT, CALIFORNIA CIVIL CODE SECTION 1798.83 
PROVIDES YOU THE RIGHT TO RECEIVE (A) INFORMATION IDENTIFYING ANY THIRD 
PARTY(IES) TO WHOM WE MAY HAVE DISCLOSED, WITHIN THE PRECEDING CALENDAR 
YEAR, YOUR PERSONAL INFORMATION FOR THAT THIRD PARTY’S DIRECT MARKETING 
PURPOSES; AND (B) A DESCRIPTION OF THE CATEGORIES OF PERSONAL 
INFORMATION DISCLOSED.  TO OBTAIN SUCH INFORMATION FREE OF CHARGE, 



PLEASE WRITE TO US AT THE ADDRESS BELOW, OR SUBMIT YOUR REQUEST BY 
EMAIL. WE WILL RESPOND TO THESE REQUESTS WITHIN THIRTY (30) DAYS.  
REQUESTS THAT COME TO US BY OTHER MEANS MAY RESULT IN A DELAYED 
RESPONSE. 

QUESTIONS ABOUT THIS PRIVACY POLICY 

IF YOU HAVE QUESTIONS OR CONCERNS REGARDING THIS PRIVACY POLICY, YOU 
CAN CONTACT US ABOUT THIS PRIVACY POLICY BY WRITING EITHER ADDRESS 
BELOW: 

KINGDUMB, INC. 
PO Box 78434 
Los Angeles, CA 90016 

OR YOU CAN CONTACT US BY EMAIL AT WTF@BRAIN.WTF TO SUBMIT FEEDBACK 
ONLINE.


